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[bookmark: O_4265][bookmark: _Toc208243227][bookmark: _Toc457398108][bookmark: _Ref458937236][bookmark: _Ref458937240][bookmark: _Ref458937533][bookmark: _Ref458937537][bookmark: _Toc314661802][bookmark: _Toc458327713]Secure Software - Attestation of Validation
Note: Capitalized terms used but not defined herein have the meanings ascribed to them in the then-current version of (or successor documents to) the PCI Secure Software Program Guide, as from time to time amended and made available on the PCI Security Standards Council (PCI SSC) website at www.pcisecuritystandards.org, or in the PCI Software Security Framework – Qualification Requirements for Assessors, as applicable.
[bookmark: _Toc208243228]Purpose
[bookmark: _cp_text_1_2]This document, the Payment Card Industry (PCI) Secure Software Attestation of Validation (AOV) template, must be completed as a declaration of the Software Product’s validation status in accordance with the PCI Secure Software Standard v2.x (Standard) and the PCI Secure Software Program Guide (Program) for all Secure Software Program-related submissions to the PCI SSC, as follows:
Legend:
Secure Software Lifecycle (SSLC)
SSLC-Qualified Software Vendor (SSLC-QSV) (with a non-expired qualification)
‘Software Vendor’ refers to either an SSLC-QSV or a non-SSLC-QSV, as applicable
A Software Vendor that is not an SSLC-QSV (non-SSLC-QSV)

	Submission Type
	Requires Completion By
	Requires Submission To PCI SSC By

	Annual Vendor Attestation
	Software Vendor
	Software Vendor

	Administrative Changes
	Software Vendor 
	Software Vendor 

	Tier 1 Delta Change by SSLC-QSV
	SSLC-QSV
	SSLC-QSV

	Tier 1 Delta Change by non-SSLC-QSV
	Non-SSLC-QSV &
Secure Software Assessor
	Secure Software Assessor

	Tier 2 Delta Change
	Software Vendor &
Secure Software Assessor
	Secure Software Assessor

	Full Assessment 
(New Assessments & Reassessments)
	Software Vendor &
Secure Software Assessor
	Secure Software Assessor


[bookmark: _Toc208243229]Instructions
The Secure Software Assessor and/or the Software Vendor (as per above and instructed herein) must complete all applicable sections and submit this document with all required validation documentation to PCI SSC as described in the associated PCI Secure Software Program Guide. This document requires names and signatures of a ‘Duly Authorized Officer.’ Refer to the following link on the PCI SSC website for additional information: https://www.pcisecuritystandards.org/faq/articles/Frequently_Asked_Question/what-does-duly-authorized-officer-mean/
Do not reuse previously-submitted AOVs, which can lead to inaccurate and/or incomplete submissions. The AOV must be completed as instructed and accurately reflect the exact submission it is being used for. The AOV text as provided by PCI SSC must not be modified in any way.
Each section and table are required to be filled out completely as instructed herein. Incomplete and/or inaccurate submissions will be returned, result in delays, and require resubmission.

[bookmark: _Ref166843465]Identify the Submission Type to PCI SSC
	Table 1. Submission Type

	This table is mandatory for all submissions. Only a single box must be checked.
Check the submission type and complete the indicated sections of this document.
Refer to the PCI Secure Software Program Guide for details about each submission type.

	 Submission Type
	Complete the identified tables:

	☐	Annual Vendor Attestation
	Tables: 2, 3a, and 4

	☐	Administrative Changes
	Tables: 2, 3a, and 5

	☐	Tier 1 Delta Change
	by SSLC-QSV:
	Tables: 2, 3a, and 6

	
	
	by non-SSLC-QSV:
	Tables: 2, 3a, 3b, 7a and 7b

	☐	Tier 2 Delta Change
	Tables: 2, 3a, 3b, 8a and 8b

	☐
	Full Assessment (New Assessment or Reassessment)
	Tables: 2, 3a, 3b, 9a and 9b


[bookmark: _Ref166844192]Identify the Software Product
	[bookmark: Table_2]Table 2. Software Product Information

	Complete this table for all submission types.
This table defines the Software Product this AOV is being utilized for.

	Software Product Name:
	     
(For an Administrative Change to a Listed and Validated Secure Software Product name, put the currently-Listed Secure Software Product name here.)

	Is the Software Product either:
(i) currently Listed and Validated? Or, 
(ii) currently Listed with an Expired Validation?
Note: Only Listed and Validated Secure Software Products are eligible for Administrative Changes, Annual Attestations, Delta Changes, and Reassessments.
Listed Secure Software Products with an Expired Validation (Expired Secure Software Products), or Software Products that are not Listed, require a New Assessment.
	|_|  No (Software Product has never been Listed)

	
	|_|  Yes, 
Validated Secure Software Listing Reference #  
	     

	PCI Secure Software Standard Version:
Identify the version of the Standard associated with this submission
	     


[bookmark: _Ref166844346]


Identify the Parties Involved
	[bookmark: Part1][bookmark: Part_3a][bookmark: Table_3a]Table 3a.  Software Vendor Information

	Complete this table for all submission types.

	Company Name:
	     
	Company URL:
	     

	Contact Name:
	     
	Title: 
	     

	Telephone:
	     
	Email:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	Postal Code:
	     

	Is the Software Vendor a Secure SLC-Qualified Software Vendor (SSLC-QSV)?
	|_|  Yes, SSLC Listing Reference #  
	     



	[bookmark: Table_3b]Table 3b. SSF Assessor Company Information

	Note: This table is not required for Annual Vendor Attestations or Tier 1 Delta Change submissions by SSLC-QSVs.

	SSF Assessor Company Name:
	     
	Company URL:
	     

	Primary Secure Software Assessor Contact Name:
	     
	Title: 
	     

	Telephone:
	     
	Email:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	Postal Code:
	     





[bookmark: _Ref167092660][bookmark: _Toc208243233][bookmark: _Hlk204956396][bookmark: Table_4]Annual Vendor Attestation
The Software Vendor must complete this section as instructed for an Annual Vendor Attestation (Annual Attestation) submission of their Listed and Validated Secure Software Product to PCI SSC. Refer to the PCI Secure Software Program Guide for information regarding an Annual Vendor Attestation.
This Section is ONLY for an Annual Vendor Attestation
	[bookmark: Part4b]
Table 4. Software Vendor Attestation - Annual Attestation

	The Software Vendor (identified in Table 3a) attests to the following regarding the Annual Attestation of the Listed and Validated Secure Software Product (identified in Table 2):   

	☐
	The Validated Secure Software Product is continuously being maintained in accordance with the PCI Secure Software Standard and the Secure Software Program.

	☐
	No changes that constitute a Delta Change as per the Secure Software Program have been made to the Validated Secure Software Product.

	Or,

	☐
	Each modification made to the Validated Secure Software Product that constitutes a Delta Change per the Secure Software Program is being accounted for, submitted to, or in process with intent to be submitted to PCI SSC, and in accordance with the Delta Change process defined in the PCI Secure Software Program Guide.

	☐	We have documented and implemented Vulnerability Handling Procedures that are, and in a manner that is in accordance with Section 2(a)(i)(C) of the Vendor Release Agreement, and confirm and agree that we are and will remain in compliance with such Vulnerability Handling Procedures as pertain to this Validated Secure Software Product.

	☐	We acknowledge and agree that our respective implementation guidance is being kept accurate and current and [re]distributed to all end-users of our Validated Secure Software Product, as needed.

	☐	All information provided to PCI SSC in connection with this Annual Attestation of the Validated Secure Software Product is and shall be accurate and complete as of the date such information is provided to PCI SSC.

	Software Vendor
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     


END OF ANNUAL VENDOR ATTESTATION SECTION


[bookmark: Table_5]Administrative Change
The Software Vendor must complete this section as instructed for an Administrative Change submission to PCI SSC. Refer to the PCI Secure Software Program Guide for information regarding Administrative Changes.
This Section is ONLY for Administrative Changes
	Table 5. Software Vendor Attestation – Administrative Change

	The Software Vendor (identified in Table 3a) attests to the following regarding the Administrative Changes to the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Administrative Changes being submitted are in accordance with the Secure Software Program.

	☐	The Administrative Changes have been recorded accurately in the completed PCI Secure Software Change Impact Template.

	☐	We acknowledge that the Administrative Changes submitted for the Validated Secure Software Product, upon review and Acceptance by PCI SSC in accordance with the Secure Software Program, will be updated on the Validated Secure Software Product Listing.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	Software Vendor
	Company Name 
	     
	Date 
	[bookmark: Text21]YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     



END OF ADMINISTRATIVE CHANGE SECTION


[bookmark: Table_6]Tier 1 Delta Change by an SSLC-QSV
The Secure SLC-Qualified Software Vendor (SSLC-QSV) must complete this section as instructed for an eligible Tier 1 Delta Change submission to PCI SSC. Refer to the associated PCI Secure Software Program Guide for information regarding Delta Changes.
This Section is ONLY for a Tier 1 Delta Change by an SSLC-QSV
	Table 6. Secure SLC-Qualified Software Vendor Attestation – Tier 1 Delta Change

	The Software Vendor that is an SSLC-QSV (identified in Table 3a) attests to the following regarding the Tier 1 Delta Changes to the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Tier 1 Delta Changes have been made to the Listed and Validated Secure Software Product using the Software Vendor’s Secure SLC-Qualified processes.

	☐	The Tier 1 eligible Delta Changes made to the Validated Secure Software Product are in accordance with the PCI Secure Software Standard v2.x and the Secure Software Program.

	☐	The Tier 1 Delta Changes have been recorded accurately in the completed Secure Software Change Impact Template.

	☐	We acknowledge that the respective Listing Elements, as denoted in the Secure Software Program relative to the Delta Changes submitted for the Validated Secure Software Product, upon review and Acceptance by PCI SSC, will be updated on the Validated Secure Software Product Listing.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	Secure SLC-Qualified Software Vendor
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     



END OF TIER 1 DELTA CHANGE BY SSLC-QSV SECTION


[bookmark: Table_7]Tier 1 Delta Change by a Non-SSLC-QSV
The Software Vendor (that is not a Secure SLC-Qualified Software Vendor) and SSF Assessor Company must complete this section as instructed for an eligible Tier 1 Delta Change submission to PCI SSC. Refer to the PCI Secure Software Program Guide for information regarding Delta Changes.
This Section is ONLY for a Tier 1 Delta Change by an Non-SSLC-QSV
	Table 7a. Software Vendor Attestation – Tier 1 Delta Change

	The Software Vendor (identified in Table 3a) attests to the following regarding the Tier 1 Delta Changes to the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Tier 1 eligible Delta Changes made to the Listed and Validated Secure Software Product are in accordance with the PCI Secure Software Standard v2.x and the Secure Software Program.

	☐	The Tier 1 Delta Changes have been recorded accurately in the completed PCI Secure Software Change Impact Template.

	☐	The Secure Software Assessor was provided with all documentation and resources necessary to perform an accurate and complete assessment of the Tier 1 Delta Changes to the Validated Secure Software Product in accordance with the PCI Secure Software Standard and the Secure Software Program.

	☐	We acknowledge that the respective Listing Elements, as denoted in the Secure Software Program relative to the Delta Changes submitted for the Validated Secure Software Product, upon review and Acceptance by PCI SSC, will be updated on the Validated Secure Software Product Listing.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	Software Vendor
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     



	Table 7b. SSF Assessor Company Attestation – Tier 1 Delta Change

	The SSF Assessor Company (identified in Table 3b) attests to the following regarding this Tier 1 Delta Change submission for the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Tier 1 eligible Delta Changes made to the Secure Software Product are in accordance with the PCI Secure Software Standard v2.x and the Secure Software Program.

	☐	The Tier 1 Delta Changes have been recorded accurately in the completed PCI Secure Software Change Impact Template.

	☐	The identified security requirements within the PCI Secure Software Standard and all relevant supporting information that must be updated because of the Tier 1 Delta Changes in the respective redlined Report on Validation (ROV) are accounted for.

	☐	The assessment based on the Tier 1 Delta Changes results in affirmation that the Validated Secure Software Product continues to be in accordance with the PCI Secure Software Standard and the Secure Software Program.

	☐	All information contained in this PCI Secure Software Attestation of Validation (AOV), the completed PCI Secure Software Change Impact Template, and as required, the redlined Report on Validation (ROV) being submitted to PCI SSC represents the results of our change assessment fairly in all material respects.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	SSF Assessor Company
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     


END OF TIER 1 DELTA CHANGE BY NON-SSLC-QSV SECTION
[bookmark: Table_8]Tier 2 Delta Changes
The Software Vendor and SSF Assessor Company must complete this section as instructed for an eligible Tier 2 Delta Change submission to PCI SSC. Refer to the PCI Secure Software Program Guide for information regarding Delta Changes.
This Section is ONLY for a Tier 2 Delta Change
	Table 8a. Software Vendor Attestation – Tier 2 Delta Change

	The Software Vendor (identified in Table 3a) attests to the following regarding the Tier 2 Delta Changes to the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Tier 2 eligible Delta Changes made to the Validated Secure Software Product are in accordance with the PCI Secure Software Standard v2.x and the Secure Software Program.

	☐	The Tier 2 Delta Changes have been recorded accurately in the completed PCI Secure Software Change Impact Template.

	☐	The Secure Software Assessor was provided with all documentation and resources necessary to perform an accurate and complete assessment of the Tier 2 Delta Changes to the Validated Secure Software Product in accordance with the PCI Secure Software Standard and the Secure Software Program.

	☐	We acknowledge that the respective Listing Elements, as denoted in the Secure Software Program relative to the Delta Changes submitted for the Validated Secure Software Product, upon review and Acceptance by PCI SSC, will be updated on the Validated Secure Software Product Listing.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	Software Vendor
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     



	Table 8b. SSF Assessor Company Attestation – Tier 2 Delta Change

	The SSF Assessor Company (identified in Table 3b) attests to the following regarding this Tier 2 Delta Change submission for the Listed and Validated Secure Software Product (identified in Table 2):

	☐	The Tier 2 eligible Delta Changes made to the Validated Secure Software Product are in accordance with the PCI Secure Software Standard v2.x and the Secure Software Program.

	☐	The Tier 2 Delta Changes have been recorded accurately in the completed PCI Secure Software Change Impact Template.

	☐	The identified security requirements within the PCI Secure Software Standard, and all relevant supporting information that must be updated because of the Tier 2 Delta Changes in the respective redlined Report on Validation (ROV), are accounted for.

	☐	The assessment based on the Tier 2 Delta Changes results in affirmation that the Validated Secure Software Product continues to be in accordance with the PCI Secure Software Standard and its associated Secure Software Program.

	☐	All information contained in this PCI Secure Software Attestation of Validation (AOV), the completed PCI Secure Software Change Impact Template, and as required, the redlined Report on Validation (ROV) being submitted to PCI SSC represents the results of our change assessment fairly in all material respects.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	SSF Assessor Company
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     


END OF TIER 2 DELTA CHANGE SECTION
[bookmark: _Ref167092760][bookmark: Table_9][bookmark: _Hlk25216771]Full Assessment
The Software Vendor and the Secure Software Assessor must complete this section as instructed for a Full Assessment (New Assessment or a Reassessment) submission to PCI SSC. Refer to the PCI Secure Software Program Guide for information regarding a Full Assessment, which relates to a New Assessment or a Reassessment.
This Section is ONLY for a Full Assessment
	Table 9a. Software Vendor Attestation – Full Assessment

	The Software Vendor (identified in Table 3a) attests to the following regarding the Full Assessment of the Software Product (identified in Table 2):

	 ☐
	The Secure Software Assessor has been provided with all documentation and resources necessary to perform an accurate and complete assessment of the Software Product in accordance with the current Secure Software Standard and its Program.

	☐	The scope of the Software Product, as documented to the Secure Software Assessor and reflected in the completed Report on Validation (ROV) as a result of the validation effort, is accurate.

	☐	All information contained within and accompanying this Secure Software Attestation of Validation (AOV) represents the submission fairly in all material respects.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	☐	We acknowledge that we are obligated to ensure that the accuracy of the Secure Software Product scope is maintained, and that any changes are implemented in a manner that ensures continued adherence to the current Secure Software Standard and its Program.

	☐	We have documented and implemented Vulnerability Handling Procedures that are, and in a manner that is in accordance with Section 2(a)(i)(C) of the Vendor Release Agreement, and confirm and agree that we are and will remain in compliance with such Vulnerability Handling Procedures as pertain to this Validated Secure Software Product.

	☐	We acknowledge that we are obligated to provide all end-users of the Software Product with an up-to-date version of our respective Implementation Guidance.

	Software Vendor
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     



SSF Assessor Company Attestations on the Next Page


	

Table 9b. SSF Assessor Company Attestation – Full Assessment

	The SSF Assessor Company (identified in Table 3b) attests to the following regarding this Full Assessment submission for the Software Product (identified in Table 2):

	☐	The Full Assessment of the Software Product being submitted is in accordance with the current Secure Software Standard and its Program.

	☐	All requirements applicable to the Software Product assessment are marked “In Place” in the Report on Validation (ROV) (excluding those justifiably marked as “N/A,” where “N/A” is not being used to descope the Software Product assessment,) resulting in a Validated Secure Software Product in accordance with the current Secure Software Standard and its Program.

	☐	The Report on Validation (ROV) has been completed according to the current Secure Software Standard and its Program.

	☐	All information contained in this Secure Software Attestation of Validation (AOV), the Report on Validation (ROV), and all supporting documentation and information being submitted to PCI SSC represents the results of our assessment fairly in all material respects.

	☐	We acknowledge that an inaccurate and/or incomplete submission to PCI SSC will result in delays to the review and subsequent consideration of Acceptance and require resubmission to PCI SSC as applicable to remediate all identified issues in accordance with the Secure Software Program.

	SSF Assessor Company
	Company Name 
	     
	Date 
	YYYY-MM-DD

	
	Duly Authorized Officer Name 
	     

	
	Duly Authorized Officer Signature 
	     


END OF FULL ASSESSMENT SECTION





~ FOR PCI SSC USE ONLY ~
	[bookmark: _Toc208243234]PCI SSC Acceptance

	PCI SSC does not assess or validate Software Products for PCI Secure Software compliance.
With respect to Full Assessments, and Delta Changes requiring the involvement of a Secure Software Assessor, the signature below and subsequent Listing, or update to a Listing, of a Software Product on the applicable List of Validated Secure Software Products signifies that the applicable Secure Software Assessor has determined that the Software Product is in accordance with the current Secure Software Standard and its Program, that the Secure Software Assessor has submitted the corresponding Report on Validation (ROV) to PCI SSC as required, and that the Report on Validation (ROV), as submitted to PCI SSC, has satisfied all applicable quality assurance-review requirements as of the time of PCI SSC's review.
With respect to an Annual Attestation, and Delta Changes by Secure SLC-Qualified Software Vendors where a Secure Software Assessor is not required, the signature below and continued listing of the Validated Secure Software Product on the applicable List of Validated Secure Software Products signifies that the applicable Software Vendor has determined and attests that the Validated Secure Software Product continues to be in accordance with the PCI Secure Software Standard and the Secure Software Program.

	
	

	Signature of PCI Security Standards Council 
	Date 
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