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[bookmark: O_4265][bookmark: _Toc458327712][bookmark: _Toc536550878][bookmark: _Toc218856616][bookmark: _Toc457398108][bookmark: _Ref458937236][bookmark: _Ref458937240][bookmark: _Ref458937533][bookmark: _Ref458937537][bookmark: _Toc314661802]Introduction
[bookmark: _Toc192044]This document, the PCI Secure Software - Change Impact Template (“Change Impact Template”), is the mandatory template for completing and submitting Administrative Changes and/or Delta Changes for Listed and Validated Secure Software Products regarding the PCI Secure Software Standard v2.x (Standard) and the PCI Secure Software Program Guide (Program).

Use of this Reporting Template is mandatory
for all Secure Software v2.x Change Impact submissions.

Tables have been included in this template to facilitate the reporting and submission process. The tables in this template may be modified to increase the number of rows as indicated within, as necessary. However, the vendor and assessor must not remove or modify any details provided in this document. 

Do not delete any content from any place in this document.
[bookmark: _Toc218856617]Glossary/Terminology
Refer to the v2.x Secure Software Program Guide and the Secure Software Standard for relevant terminology.
[bookmark: _Toc218856618]Submission Overview
The Software Vendor and Secure Software Assessor must complete all applicable sections of this document as part of the overall Change Impact submission to PCI SSC as instructed herein. 
A completed PCI Secure Software Attestation of Validation (AOV) for v2.x must be submitted with this Change Impact Template. Refer to the Secure Software Program Guide for additional details. 

Incomplete and/or inaccurate submissions will be returned, result in delays, 
and require resubmission. Perform the necessary quality review of the submission
BEFORE submitting it to PCI SSC.
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[bookmark: _Toc218856619]Part 1: Change Type, Product Information, and Contact Information
This entire section is mandatory. Complete all requisite information in Part 1, as applicable.
	[bookmark: _Toc218856620]1.1 	Change Impact Submission Type

	Check the appropriate submission type (only check one box):
Note: It is permissible to submit an Administrative Change, a Delta Change, or both for the same Secure Software Product Listing, as needed. 
Refer to the Programs Fee Schedule on the PCI SSC website at: https://www.pcisecuritystandards.org/program_training_and_qualification/fees

	|_|  Administrative Change
	Complete Part 1 and Part 2

	Or,

	|_|  Delta Change
	Complete Part 1 and Parts 3-5 (as instructed)

	Or,

	|_|  Administrative Change AND Delta Change
	Complete Part 1, Part 2, and Parts 3-5 (as instructed)

	Date of Completion (YYYY-MM-DD): 
	

	Secure Software Attestation of Validation (AOV)
Affirm the current v2.x AOV has been completed and is being included as part of this Change Impact submission to PCI SSC. The AOV form is located in the Document Library on the PCI SSC Website.
	|_| AOV is complete and signed by the Software Vendor, in addition to the SSF Assessor Company (as required).



	[bookmark: _Toc218856621]1.2 	Secure Software Product Listing Information

	This table is used to document the Validated Secure Software Product Listing being affected by the changes being submitted.
It is not permitted to use this [a single] form to submit changes to more than one Secure Software Product Listing.

	Validated Secure Software Product Name:
	
	Validated Secure Software Product Listing Reference Number 
Ensure the number matches the Listed (non-expired) Secure Software Product Reference number exactly.
	



	[bookmark: _Toc434133345][bookmark: _Toc81311182][bookmark: _Toc218856622]1.3 	Secure Software Vendor Information

	Note: If this form is being used for an Administrative Change to change the Secure Software Vendor Company Name on the Secure Software Product Listing, document the new Company Name and information below.

	Company Name:
	
	Company URL:
	

	Company Contact Name:
	
	Contact Email:
	

	Contact Phone Number:
	
	Company Address:
	


[bookmark: _Toc218856623]Part 2: Administrative Changes
Complete Table 2.1 for an Administrative Change. Refer to the Secure Software Program Guide regarding Administrative Changes for requisite details.
Note: For Delta-ONLY Change Submissions, leave [this] Table 2.1 blank.
	[bookmark: _Toc218856624]2.1	Administrative Change

	Select the Secure Software Product Listing information being changed (select ALL that apply) and complete the table as applicable.

	|_|  Secure Software Vendor 
	Company Name
	Company Name currently on Listing 
	
	Change To 
	

	

	|_|  Secure Software Product 	Name
	Secure Software Product Name currently on Listing 
	
	Change To 
	

	
	Affirm this is a Secure Software Product name change only:
	|_| YES (By checking ‘YES’, the Secure Software Product Vendor attests to the fact this is a name change to the Secure Software Product only and does not involve any changes to the Secure Software Product functionality itself or reflect a different Secure Software Product.)

	

	Provide reasoning for the change(s):
	



STOP Here for Administrative-ONLY Change Submissions



[bookmark: _Toc218856625]Part 3: Delta Change Submission Type
[bookmark: _Toc218856626]Delta Change Type Categories and Descriptions
	Change Type
	Description
	SSLC Qualified Vendors
	Non-SSLC Qualified Vendors

	Wildcard Eligible
	Exclusively allowed for non-security-impacting changes made to a Listed and Validated Secure Software Product that has a Listed version number with previously validated wildcard versioning in accordance with the PCI Secure Software Program. 
Wildcard-eligible software changes do not need to be submitted to PCI SSC.
Wildcards cannot be used to account for software changes that qualify as a Delta (Tier 1 or Tier 2) Change.
	Allowable for Use
	Allowable for Use

	Tier 1 Delta
	Any change to a Listed and Validated Secure Software Product that meets any of the following criteria:
a) Any non-security impacting change to the software where the version number of the software must change AND the software vendor is not using previously established wildcards as per the PCI Secure Software Program. OR, 
b) SSLC Qualified Vendors Only: Any security-impacting bug fixes/patches, even if they involve sensitive assets. This is categorized as a Tier 1 benefit available to SSLC-Qualified Vendors only.
	Not required to use an Assessor
	Required to use an Assessor

	Tier 2 Delta
	A change to a Listed and Validated Secure Software Product that meets any of the following:
1. For Non-SSLC Qualified Vendors: Any security-impacting bug fixes/patches.
2. The introduction of a new sensitive {data, functionality, resource} type into the software product.
3. Any change that results in the need to assess the software product to PCI Secure Software Standard requirements that were NOT previously assessed. This includes any individual requirements (e.g., a requirement that was deemed Not Applicable for a previous assessment) and/or entire ancillary modules of requirements. 
4. Any change that involves or otherwise potentially impacts sensitive assets, which includes sensitive data, sensitive resources, and/or sensitive functionality (excludes Tier 1, item ‘b’ eligible changes).
5. Any change that involves requirements in a module that requires the previously established and noted support of that module to be revoked.
6. Changes involving PTS POI devices, including hardware (HW) and/or firmware (FW).
7. Removal of a specific version from the Validated Secure Software Product Listing.
8. Modification of Required Dependencies.
	Required to use an Assessor
	



	[bookmark: _Toc218856627]3.1 	Type of Delta Change

	Purpose: This table is used to determine the type of Delta Change submission and if the software vendor is a Secure SLC-Qualified Software Vendor. 
Select ONLY Tier 1 OR Tier 2, as applicable.

	Tier 1 
Delta 
	|_| Yes 
	Is this Tier 1 Delta Change for a Listed Secure Software Product developed by a Secure SLC-Qualified Software Vendor?
	|_| Yes (If Yes, a Secure Software Assessor is not required to perform or submit the Delta Change for Tier 1 only submissions. Refer to Table 4.1 for additional instructions.)
	SSLC Vendor Listing Reference #: 
	

	
	
	
	|_| No (If No, a Secure Software Assessor is required to perform and submit the Delta Change. Refer to Table 4.2 for additional instructions.)

	Tier 2 
Delta 
	|_| Yes 
	For Tier 2 Delta Changes, do NOT complete the Tier 1 related tables,
A Secure Software Assessor is always required to perform and submit Tier 2 Delta Changes.
If the software changes meet the criteria of Tier 2, then any Tier 1 related changes need to be accounted for as part of the overall Tier 2 Delta Change. I.e., a Tier 2 Delta Change supersedes any Tier 1 related changes within the same software revision.



	[bookmark: _Toc218856628]3.2	SSF Assessor Company Information

	A Secure Software Assessor is always required to perform and submit Tier 1 Delta Changes where the software vendor is not a Secure SLC-Qualified Software Vendor.
A Secure Software Assessor is always required to perform and submit Tier 2 Delta Changes for all software vendors.

	Company Name:
	
	Company Credentials:
	|_| SSF Assessor Company

	Assessor Name:
	
	Assessor Credentials:
	|_| Secure Software Assessor

	Assessor Phone Number:
	
	Assessor Email:
	

	The following information is required for Delta Change submissions.

	Internal QA Review
Affirm that internal QA was fully performed on the Delta Change submission:
	|_| Yes - Internal QA on this submission has been performed in accordance with Secure Software Program Requirements.

	QA Primary Reviewer Name:	
	
	QA Primary Reviewer Credentials:
	

	QA Primary Reviewer Phone Number:
	
	QA Primary Reviewer Email:
	




[bookmark: _Toc218856629]Part 4: Tier 1 Delta Changes
	[bookmark: Table_4_1][bookmark: _Toc218856630]4.1	Tier 1 Delta Change - Secure SLC-Qualified Vendors ONLY

	Purpose: This table is for Secure SLC-Qualified Software Vendors to submit a Tier 1 Delta Change to add a new Secure Software Product version to a Listed and Validated Secure Software Product.
Note: A redlined Report on Validation (ROV) is not required for Tier 1 Delta Changes.

	New Secure Software Product version number to be added to the existing Validated Secure Software Product Listing  
	

	Affirm this a Tier 1 eligible Delta Change for a Validated Secure Software Product by a Secure SLC-Qualified Software Vendor 
	|_| Affirm

	Affirm the Secure Software Product version number is in accordance with the Secure Software Program Guide versioning criteria  
	|_| Affirm

	Change Impact
Describe the reason for the changes reflected by the new version number and how the software functionality is impacted. As applicable, document the Security Requirements relative to the change.

	


STOP Here for ONLY Tier 1 Change Submissions for Secure SLC-Qualified Software Vendors



	[bookmark: Table_4_2][bookmark: _Toc218856631]4.2	Tier 1 Delta Change – Non-Secure-SLC-Qualified Software Vendors

	Purpose: This table is for Software Vendors that are not Secure SLC-Qualified Software Vendors to submit a Tier 1 Delta Change to add a new Secure Software Product version to a Listed and Validated Secure Software Product.
Note: A redlined Report on Validation (ROV) is not required for Tier 1 Delta Changes.

	New Secure Software Product version number to be added to the existing Validated Secure Software Product Listing  
	

	Affirm this a Tier 1 eligible Delta Change for a Validated Secure Software Product  
	|_| Affirm

	Affirm the Secure Software Product version number is in accordance with the Secure Software Program Guide versioning criteria  
	|_| Affirm

	Change Impact
Describe the reason for the changes reflected by the new version number and how the software functionality is impacted.

	


STOP Here for ONLY Tier 1 Change Submissions for Software Vendors


[bookmark: _Toc218856632]Part 5: Tier 2 Delta Changes
	[bookmark: Table_5_1][bookmark: _Toc173575883][bookmark: _Toc218856633]5.1	Delta Changes

	Select the Delta Change(s) being submitted (select ALL that apply) and complete the tables indicated, as applicable.
The greater the scope and/or number of changes being submitted, the greater potential the Delta Change submission will require a longer review by PCI SSC.
IMPORTANT: A redlined ROV is required for ALL Tier 2 Delta Changes.

	Category
	Select ALL that Apply
	Change Request
	Complete the following table(s):

	Add / Remove SW Versions
	|_|
	Add a new software version of the Validated Secure Software Product
	5.2

	
	|_|
	Remove a specific software version(s) from the Secure Software Product Listing
	5.3

	The change types below relate to Required Dependencies, and therefore all require a Tier 2 Delta Change.
A software version change for any item below is likely required, and therefore also needs to be accounted for. 
Affirm here that the PCI Secure Software Program Guide regarding Required Dependencies has been read and fully understood if making any related changes below. 
	|_| Affirm

	PCI-Listed 
PTS POI Devices
	|_|
	Add a new supported PTS POI Device Required Dependency
	5.4

	
	|_|
	Add additional HW/FW/Applic versions of an already-supported PTS POI device
	5.5

	
	|_|
	Remove entire PTS POI Device Required Dependency
	5.6

	
	|_|
	Remove specific HW/FW/Applic from an already-supported PTS POI device 
	5.7

	PCI-Listed 
PTS HSMs
	|_|
	Add a new PTS HSM Required Dependency, and/or additional HW/FW
	5.8

	
	|_|
	Remove a PTS HSM Required Dependency, and/or remove HW/FW
	5.9

	PCI-Listed Secure Software
	|_|
	Add a Listed and Validated Secure Software Required Dependency, and/or additional versions
	5.10

	
	|_|
	Remove a Listed and Validated Secure Software Required Dependency, and/or remove versions
	5.11

	Non-PCI-Listed
	|_|
	Add/Remove a Non-PCI-Listed Required Dependency (includes FIPS HSMs)
	5.12


I

	[bookmark: Table_5_2][bookmark: _Toc218856634]5.2 	Add New Software Version to Secure Software Product Listing

	Purpose: This table is used to add a new software version to a Validated Secure Software Product Listing.
A Delta Change submission cannot be used to submit a new software product assessment. The software changes must be relative to the Validated Secure Software Product documented in Table 1.2 that was previously Accepted and Listed.

	New Validated Secure Software Product version number  
	

	Affirm the version number is in accordance with the associated Secure Software Program Guide versioning criteria  
	|_| Affirm

	Affirm if Required Dependencies are impacted as part of this Delta Change 
	|_| No, Required Dependencies are not involved/impacted.

	
	|_| Yes, Required Dependencies are involved/impacted. (Mark the relevant boxes and complete the relevant tables as indicated in Table 5.1. The Required Dependency tables in the redlined ROV must be updated accordingly.)

	Affirm if support for a new Module is being added 
	|_| Yes (indicate the Module below) 
	|_| No

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the PCI Secure Software Standard v2.x security requirements impacted by, or otherwise related to, the software changes. The Delta Change process requires the Secure Software Assessor to reaffirm/reassess the identified requirements as needed in order to determine if the software changes are in accordance with the Secure Software Standard and Program. 
The redlined ROV must reflect this analysis and the affected requirements documented below.
Mark the Security Objectives and document the affected Security Requirements (comma delimited) below affected by the software changes. 
If a new Module is being assessed and added, check the Module below and indicate ‘ADD’.
If an existing supported Module is being removed, check the Module below and indicate ‘REMOVE’. Note the removal of a Module may impact Core requirements, and as such the delta change assessment and redlined ROV must accurately reflect the net effect of the software changes.

	Core Security Objectives
	 1 |_|
	2 |_| 
	3 |_| 
	4 |_|
	5 |_|
	6 |_|
	7 |_|
	8 |_|
	9 |_|
	10 |_|
	11 |_|

	Core Security Requirements
	
	
	
	
	
	
	
	
	
	
	

	Modules
	Module A |_|
	Module B |_|
	Module C |_|
	Module D |_|

	Module Security Requirements
	
	
	
	

	Change Impact: Describe the reason for the Validated Secure Software Product changes and how the software functionality is impacted. 

	




	[bookmark: Table_5_3][bookmark: _Toc218856635]5.3 	Remove Version from Validated Secure Software Product Listing

	Purpose: This table is to remove a specific software version(s) from a Validated Secure Software Product Listing.
There must be at least one software version remaining, or otherwise a new version being added as part of this Delta Change submission.

	Affirm the Implementation Guidance is updated 
Software Vendors are to notify all consumers/users of the software version being removed that it is no longer supported as part of the Listed Secure Software Product.
	|_| Affirm

	Affirm if Required Dependencies are impacted as part of this Delta Change 
	|_| No, Required Dependencies are not involved/impacted.

	
	|_| Yes, Required Dependencies are involved/impacted. (Mark the relevant boxes and complete the relevant tables as indicated in 5.1)

	Affirm the redlined ROV of the Listed Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine if any Secure Software Standard v2.x requirements are impacted by, or otherwise related to, the removal of specific software version(s).
E.g., does the removal affect any previously established affirmation of the software satisfying one or more Secure Standard v2.x requirements? Does the removal impact previously noted support of a Module, whereby noted support of that Module needs to be revoked? Does the removal impact Required Dependencies that were used to help satisfy a security requirement? The net impact of the software version removal must be accounted for.
The Delta Change process requires the Secure Software Assessor to reaffirm/reassess the identified requirements as needed in order to determine if the removal of a software version still results in the Validated Secure Software Product being in accordance with the Secure Software Standard and Program. The redlined ROV must reflect this analysis and the affected requirements documented below.
Mark the Security Objectives and document the affected Security Requirements (comma delimited) below affected by the software changes.
If the version removal requires the removal of noted support for an existing supported Module (i.e., the remaining version(s) were not assessed to the Module), check the Module below and indicate ‘REMOVE’.

	Core Security Objectives
	 1 |_|
	2 |_| 
	3 |_| 
	4 |_|
	5 |_|
	6 |_|
	7 |_|
	8 |_|
	9 |_|
	10 |_|
	11 |_|

	Core Security Requirements
	
	
	
	
	
	
	
	
	
	
	

	Modules
	Module A |_|
	Module B |_|
	Module C |_|
	Module D |_|

	Module Security Requirements
	
	
	
	

	Secure Software version #(s) to be removed
	Change Impact: Describe the reason for the removal of the noted Secure Software version(s) and the impact to the Validated Secure Software Product.

	
	



	[bookmark: Table_5_4][bookmark: _Toc218856636]5.4 	Add Support for New PTS POI Device Required Dependency

	Purpose: This table is to add an eligible PTS POI device(s) Required Dependency to a Validated Secure Software Product, where the PTS POI device approval # is not already associated with the Validated Secure Software Product (and therefore not currently associated as a Required Dependency).
Where additional HW and/or FW is being added for a PTS POI device approval that is already indicated on the Validated Secure Software Product Listing (and therefore already in the previously submitted ROV), complete Table 5.5 (i.e., do NOT use this table).
Adding a new PTS POI device results in security-impacting changes and requires a software version change – therefore Table 5.2 must also be used to assess the software changes and to submit the new software version.

	Affirm the software version change is also being submitted in accordance with Table 5.2   
	|_| Affirm

	Affirm use of the PTS POI device(s) satisfy the criteria of a Required Dependency as per the PCI Secure Software Program Guide.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the addition of specific PTS POI Device Required Dependencies.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on PTS POI devices.
Note 2: Ensure the HW and FW #s documented match the PTS listing exactly. E.g., do NOT put v1.1 if the PTS-approved version is v1.x.
Note 3: Entries such as “Any POI Device” are not permissible.

	The information below must match the information on the PTS approval exactly and be representative of the PTS POI devices included in the Software Product assessment.
Note: ‘Applic’#s may not apply – indicate N/A as needed.
	Change Impact:
Describe the reason for the addition of the new PTS POI device(s) noted and their impact the Validated Secure Software Product.

	PTS POI
Approval #
(one  per row)
	PTS POI Device Vendor
	PTS POI Device Product Name
	PTS POI Device HW #(s)
	PTS POI Device FW #(s)
	PTS POI Device Applic #(s)
	

	
	
	
	
	
	
	





	[bookmark: Table_5_5][bookmark: _Toc218856637]5.5	Add Support for Additional PTS POI Device HW/FW/Applic

	Purpose: This table is to add additional, eligible PTS POI device HW/FW/Applic to a Validated Secure Software Product, where the PTS POI device approval # is already associated with the Validated Secure Software Product.
Where a new PTS POI device is being added for a PTS POI device approval that is NOT already indicated on the Validated Secure Software Product Listing (and therefore is NOT already in the ROV), complete Table 5.4 (i.e., do NOT use this table).
Adding a new PTS POI device HW/FW/Applic could result in security-impacting changes and therefore could require a software version change – therefore Table 5.2 must be used where a software version change is necessary to assess the software changes and to submit the new software version.

	Is a software version change required to support the new HW/FW/Applic? 
	|_| Yes (Also complete Table 5.2)
	|_| No (Explain below in the Change Impact why the software version does not need to change)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine if any Secure Software Standard v2.x requirements are impacted by, or otherwise related to, the addition of specific PTS POI device HW/FW/Applic to an existing PTS POI Device Required Dependency.
Use Table 5.2 to document all affected Security Objectives and Security Requirements in addition to the overall Change Impact, as needed.
Note 1: Refer to the Secure Software Program Guide for information on eligible PTS POI devices, including HWFW/Applic.
Note 2: Ensure the version numbers documented match the PTS listing exactly. E.g., do NOT put v1.1 if the PTS-approved version is v1.x.

	The information below must match the information on the PTS approval exactly and be representative of the PTS POI devices included in the Software Product assessment.
Note: Indicate N/A as needed for HW/FW/Applic columns – however they cannot all be N/A.
	
Change Impact:
Describe the reason for the addition of the new PTS POI HW/FW/Applic noted and the impact to the Validated Secure Software Product.

	PTS POI
Approval #
(one  per row)
	PTS POI Device Vendor
	PTS POI Device Product Name
	PTS POI Device HW #(s)
	PTS POI Device FW #(s)
	PTS POI Device Applic #(s)
	

	
	
	
	
	
	
	





	[bookmark: Table_5_6][bookmark: _Toc218856638]5.6	Remove Support for Entire PTS POI Device Required Dependency

	Purpose: This table is to remove entire PTS POI device(s), including all the associated HW and FW, from a Validated Secure Software Product Listing.
If only specific HW and/or FW is being removed and not the entire PTS POI device, then complete Table 5.7 (i.e., do NOT use this table).
It is not permissible to remove all PTS POI Device Required Dependencies associated with Module B unless such removal is being remediated – either by:
(a) the addition of eligible PTS POI devices as part of the same Delta Change submission using Table 5.4, or 
(b) the removal of support for Module B, which also necessitates a software version change using Table 5.2.

	Affirm the software version change is also being submitted in accordance with Table 5.2   
	|_| Affirm

	Does support for Module B need to be revoked (if currently supported) due to the removal of the PTS POI device(s)? 
	|_| Yes
	|_| No (Explain below in the Change Impact)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine if any Secure Software Standard v2.x requirements are impacted by, or otherwise related to, the removal of specific PTS POI Device Required Dependency. As a Required Dependency is used to satisfy security requirements, its removal warrants an analysis of how the security requirements are being satisfied, either by necessary changes to the software product and/or by adding relevant new Required Dependencies.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.

	The information below must match the information on the PTS approval exactly and be representative of the PTS POI devices that were previously included in the Software Product assessment.
	Change Impact:
Describe the reason for the removal and how it impacts to the Validated Secure Software Product.

	PTS POI
Approval #
(one per row)
	PTS POI Device Vendor
	PTS POI Device 
Product Name
	

	
	
	
	






	[bookmark: Table_5_7][bookmark: _Toc218856639]5.7	Remove Support for Specific PTS POI Device HW/FW/Applic

	Purpose: This table is to remove specific PTS POI device HW and/or FW versions from a Validated Secure Software Product.
If the entire PTS POI device is being removed then complete Table 5.6 (i.e., do NOT use this table).
IMPORTANT: It is not acceptable to remove all supported HW and (FW and Applic) versions from a supported PTS POI device unless such removal is being remediated – either by:
(a) the addition of eligible PTS POI HW and (FW/Applic) for the same PTS POI device as part of the same Delta Change submission, or
(b) the removal of the entire PTS POI device using Table 5.6.

	Is a software version change required due to the removal of the PTS POI device HW/FW/Applic? 
	|_| Yes (Also complete Table 5.2)
	|_| No (Explain below in the Change Impact why the software version does not need to change)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine if any Secure Software Standard v2.x requirements are impacted by, or otherwise related to, the removal of specific PTS POI HW/FW/Applic from an existing PTS POI Device Required Dependency. 
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.

	The information below must match the information on the PTS approval exactly and be representative of the PTS POI devices and the HW/FW/Applic that were previously included in the Software Product assessment.
Note: Indicate N/A as needed for HW/FW/Applic columns – however they cannot all be N/A.
	Change Impact:
Describe the reason for the removal and how it impacts the Validated Secure Software Product.

	PTS POI
Approval #
(one per row)
	PTS POI Device Vendor
	PTS POI Device Product Name
	PTS POI Device HW #(s)
	PTS POI Device FW #(s)
	PTS POI Device Applic #(s)
	

	
	
	
	
	
	
	





	[bookmark: Table_5_8][bookmark: _Toc218856640]5.8	Add Support for a PCI-listed HSM Required Dependency

	Purpose: This table is to add support for a PCI-listed HSM to a Validated Secure Software Product.

	Add a new PCI-listed HSM Required Dependency 
	|_| Yes (Also complete Table 5.2)

	Add new HW/FW for an existing PCI-listed HSM Required Dependency 
	|_| Yes (Complete Table 5.2 as needed. If no software changes are required, the reasoning must be explained in the Change Impact description below)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the addition of the HSM(s) Required Dependency.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on HSM devices.
Note 2: Entries such as “Any HSM Device” are not permissible.
Note 3: Do NOT enter FIPS HSMs here – use Table 5.12
To add a new PCI-listed HSM Required Dependency, indicate ‘NEW’ below and fill out all the columns per row entry.
To add additional HW and/or FW to an existing supported PCI-listed HSM Required Dependency, indicate ‘HW/FW’ below, fill out all columns per row entry, and use ‘N/A for either the HW or FW column if it does not apply.

	‘NEW’ 
or
‘HW/FW’
	PTS Approval # 
	HSM Vendor
	HSM Product Name
	HW #s
	FW #s
	Change Impact:
Describe the reason for the addition and how it impacts the Validated Secure Software Product.

	
	
	
	
	
	
	





	[bookmark: Table_5_9][bookmark: _Toc218856641]5.9	Remove Support for a PCI-listed HSM Required Dependency

	Purpose: This table is to remove support for a PCI-listed HSM from a Validated Secure Software Product.

	Remove an entire PCI-listed HSM Required Dependency 
	|_| Yes (Also complete Table 5.2)

	Remove HW/FW from existing PCI-listed HSM Required Dependency 
	|_| Yes (Complete Table 5.2 as needed. If no software changes are required, the reasoning must be explained in the Change Impact description below)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the removal of the HSM(s) Required Dependency. As a Required Dependency is used to satisfy security requirements, its removal warrants an analysis of how the relevant security requirements are being satisfied, either by necessary changes to the software product and/or by adding relevant new Required Dependencies.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on HSM devices.
Note 2: Entries such as “Any HSM Device” are not permissible.
Note 3: Do NOT enter FIPS HSMs here – use Table 5.12
To remove an entire PCI-listed HSM Required Dependency, indicate ‘DEVICE’ below and complete all columns per row entry. Indicate ‘ALL’ for the HW and FW columns.
To remove specific HW and/or FW from an existing supported PCI-listed HSM Required Dependency, indicate ‘HW/FW’ below, fill out all columns per row entry, and use ‘N/A for either the HW or FW column if it does not apply. Note that this cannot be used to remove all HW and FW from a supported device.

	‘DEVICE’
or
‘HW/FW’
	PTS Approval #
	HSM Vendor
	HSM Product Name
	HW #s
	FW #s
	Change Impact:
Describe the reason for the removal and how it impacts the Validated Secure Software Product.

	
	
	
	
	
	
	





	[bookmark: Table_5_10][bookmark: _Toc218856642]5.10 	Add Support for PCI-listed Secure Software Required Dependency

	Purpose: This table is to add support of Listed and Validated Secure Software to this Validated Secure Software Product.

	Add a new Listed and Validated Secure Software Required Dependency 
	|_| Yes (Also complete Table 5.2)

	Add new version(s) for an existing Listed Secure Software Required Dependency 
	|_| Yes (Complete Table 5.2 as needed. If no software changes are required, the reasoning must be explained in the Change Impact description below)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the addition of the Listed and Validated Secure Software Required Dependency.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on a Listed Secure Software Required Dependency.
To add a new Listed and Validated Secure Software Required Dependency, indicate ‘NEW’ below and fill out all the columns per row entry.
To add additional versions of an existing supported Listed Secure Software Required Dependency, indicate ‘VERSION’ below and fill out all columns for each row entry.

	‘NEW’
or
‘VERSION’
	Listing Reference #
	Secure Software Name
	Version(s)
	Change Impact:
Describe the reason for the addition and how it impacts the Validated Secure Software Product.

	
	
	
	
	





	[bookmark: Table_5_11][bookmark: _Toc218856643]5.11 	Remove Support for PCI-listed Secure Software Required Dependency

	Purpose: This table is to remove support of a PCI-Listed Secure Software from this Validated Secure Software Product.

	Remove a PCI-Listed Secure Software Required Dependency 
	|_| Yes (Also complete Table 5.2)

	Remove version(s) from existing PCI-Listed Secure Software Required Dependency 
	|_| Yes (Complete Table 5.2 as needed. If no software changes are required, the reasoning must be explained in the Change Impact description below)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the removal of the PCI-Listed Secure Software Required Dependency. As a Required Dependency is used to satisfy security requirements, its removal warrants an analysis of how the relevant security requirements are being satisfied, either by necessary changes to the software product and/or by adding relevant new Required Dependencies.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on a Listed Secure Software Required Dependency.
To remove an entire PCI-listed Secure Software Required Dependency, indicate ‘SOFTWARE’’ below and complete all columns per row entry. Indicate ‘ALL’ for the ‘Version(s)’ column.
To remove specific versions from an existing supported PCI-listed Secure Software Required Dependency, indicate ‘VERSION’ below and fill out all columns per row entry. Note that this cannot be used to remove all versions from a supported PCI-listed Secure Software Required Dependency.

	‘SOFTWARE’
or
‘VERSION’
	Listing Reference #
	Secure Software Name
	Version(s)
	Change Impact:
Describe the reason for the removal and how it impacts the Validated Secure Software Product.

	
	
	
	
	





	[bookmark: Table_5_12][bookmark: _Toc218856644]5.12 	Add/Remove Support for a Non-PCI-Listed Required Dependency

	Purpose: This table is to add/remove support of a Non-PCI-Listed Required Dependency to/from this Validated Secure Software Product.

	Add or Remove a Non-PCI-Listed Required Dependency 
	|_| Add (Also complete Table 5.2)
	|_| Remove (Also complete Table 5.2)

	Affirm the Implementation Guidance is updated as needed 
	|_| Affirm

	Affirm the redlined ROV of the Validated Secure Software Product is being provided as part of the Delta Change submission.  
	|_| Affirm

	Secure Software Requirements: The Secure Software Assessor must determine the Secure Software Standard v2.x requirements impacted by, or otherwise related to, the addition or removal of the Non-PCI-Listed Required Dependency. As a Required Dependency is used to satisfy security requirements, its removal warrants an analysis of how the related security requirements are being satisfied, either by necessary changes to the software product and/or by adding relevant new Required Dependencies.
Use Table 5.2 to document the affected Security Objectives and Security Requirements in addition to the overall Change Impact.
Note 1: Refer to the PCI Secure Software Program Guide for information on a Non-PCI-Listed Required Dependency.
Note 2: This table is also used to capture FIPS HSMs.

	‘ADD’
or
‘REMOVE’
	‘Hardware’, ‘Software’, or ‘Combination’
	Product Type / Description
	Mfr or Vendor
	Hardware version(s)
(if applicable) 
	Software version(s) 
(if applicable)
	Cert #
(if applicable)
	Change Impact:
Describe the reason for the addition/removal and how it impacts the Validated Secure Software Product.
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